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AHoOTauiss. Memorw OocriddcenHss € PO3pOOKa MPHUCTPOI 3aXUCTY
MPUMIIICHHS BiJi HECAHKIIIOHOBAHOTO JOCTYIY. 3adauamu OO0CRiONCEHHS €
aHaji3 MPHUCTPOIB [UIA 3aXWUCTy MPHUMIMICHb, MIXOMU 10 iX CTPYKTYpH,
MOJICITFOBaHHS Ta IporpaMyBaHHs. 06 €kmom 00CaiOHCeHHs € TIPOIIEC 3aXUCTY
MIPUMIIICHHS BiJl HECAHKI[IOHOBAHOTO JOCTYNY. [Ipeomemom 00CaiodncenHs €
HOPUCTPIM IUIA 3aXHMCTY HPUMIIICHD BiJ] HECAHKIIOHOBAHOTO IOCTYIY IS
JOMAIIHBOTO 1 KOPIIOPAaTHBHOIO KOPHUCTYBaHHS. Y poOOTI IMpoaHami30BaHO
CKJIaJIOBI TIPUCTPOIO, HABEIEHO HOTO CXEMY Ta IOCTIHKEHO TepeBart, cepen
SIKHMX MO’KHA BHOKPEMHTH: JIOCTYIHICTb, IPOrPaMyBaHHS MIKPOKOHTPOJIEPY B
cepemoBulli Arduino, MOXJIUBICTH pPOOOTH B aBTOHOMHOMY DPEXHMI,
HE3AJISKHICTh BiJ €HEProMepeX, MOXKIMBICTh BHKOPHUCTAHHS 3OBHINIHIX
JDKEpEIT )KUBJICHHSI IOCTIHHOTO CTPyMY, IPOCTa MoAajbia Moaudikaris ta iH.
Byno mpoBeneHo aekinbka cepili TECTYBaHHS PO3POOJIEHOTO MPHUCTPOIO TS
JOCTIKEHHS ~ WOoro  e(QeKTUBHOCTI Ta  Tpane3gatHocTi. Pesyrvmam
docnidoicens: 'y TIONANBIIOMY IDIAHYETHCS BIOCKOHAIICHHS MPHUCTPOIO,
CIPOIICHHS Ta MOKpAIleHH e(peKTUBHOCTI HOro poOoTH.

Karouosi cioBa: mpuctpiit 3axucty; GSM-Moxyib; MiKpOKOHTPOIIED;
OXOPOHHI CHCTEMH; TaTIUK PYXY.

P. V. Zagorodko®, I. D. Moschkov’, O. M. Stepaniuk”. The device to
protect the premises from unauthorized access

Abstract. The aim of the study is to develop a device to protect the
premises from unauthorized access. The objectives of the study are analysis of
devices for protecting premises, approaches to their structure, modeling and
programming. The object of research is the process of protecting the premises
from unauthorized access. The subject of the study is a device for protecting
premises from unauthorized access for home and corporate use. In the work the
components of the device are analyzed, the scheme is presented and the
advantages are investigated, among which one can distinguish: accessibility,
programming of the microcontroller in the Arduino environment, the ability to
work in offline mode, independence from power grids, the possibility of using
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external power supply direct current, simple further modification, etc. Several
test series of the developed device were conducted to study its efficiency and
performance. Result of the research: it is planned to further improve the device,
simplify and increase the efficiency of its operation.

Keywords: security device; GMS-module; microcontroller; security
systems; motion sensor.
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3 yaciB MOSBH NPUBATHOI BIACHOCTI JIIOAM IIyKAJIW MUISAXH i1 3aXHUCTy. 3
PO3BUTKOM  iHpOpPMAIIMHUX  TEXHOJOTiH  3’dBHJach  MOJKIJIHMBICTh
BUKOPHUCTOBYBaTH KOMIT'IOTEPH B OXOPOHHHX CHCTeMax. BUKopucTaHHS y
CUTHaNi3alil TaKUX NPUCTPOIB, SK MIKPOKOHTPOJEPHU Ta Pi3HOMAaHITHI
JATYUKH, HAJA€ MOXJIHMBICTh CIPOCKTYBAaTH TaKy CHCTEMY CaMOCTiHHO.
labaputn ckIagOBUX KOMITOHEHTIB JTO3BOJISIOTH MaKCHMAaJbHO MPUXOBATH
HasBHICTb OyIp-SIKOTO 3aXUCTy 1, TUM CaMHM, — MIJBUIIUTH HOTo
€(EeKTUBHICTD.

Ha croropHimHiil NeHp iCHY€ BEIHMKE Pi3HOMAHITTS OXOPOHHHX CHCTEM,
SIKi BAKOPUCTOBYIOTh HE TUJILKHU JJIsl TOTO, 100 OOMEXHUTH AOCTY HeOakaHUX
rocTei, ajge i 3amoOirTH MOXeXi, BUKPAJCHHIO pedeil, BUTOKY TOKCHUHHX
PEYOBUH, SIKI MOXXYTh 3arpO>KyBaTH KHUTTIO JTFOJIUHU.

OTpuMaBIIM 3HAHHA Ta HABUYKH B IEBHUX cQepax MOAETIOBAHHS,
pO3pOOKH eNeKTPOHHHX CUCTeM Ta IX MpOrpaMyBaHHS, € MOXKIJIHBICTh
PO3pOOHTH BIIACHY OXOPOHHY CHCTEMY.

[IpucTpiii 3axXUCTy CHIAKYE 3a MPUMIIIEHHSIM 3a JIOTIOMOTOI0 JTaTYHKIiB
pPYyXy Ta 3ByKYy. Y pa3i IPOHUKHEHHS B MPUMIILEHHS CIIPALbOBY€ BiAMOBIAHUN
JIATYUK 1 MiKpOKOHTpoJep depe3 GSM-mMoysb abo paioMoayIib BiAIpaBIIse
KOPHCTYBauy MOBIJIOMJICHHS MPO MO/IIFO.

YV mpuctpoi BukopuctoByeThbes 2 GSM-mopyni, MO Ja€ MOXKIUBICTh
KOPHUCTYBATUCH MOCIyTaMu 2 MOOUIBHUX OMEPaTOpiB 1 MiABUIUTH HAAIHHICTh
3aXHUCTY B pasi mpoOiieM 3 MOOLITBHUM 3B’ SI3KOM, & BUKOPUCTAHHS Pajlio3B’ 13Ky
yepe3 monysib SX1278 no3Boiisie B JIESIKMX BHITAJIKAX BiJIMOBUTHUCS BiJl
MOOiIBHOTO 3B°s13Ky. i1t ekoHOMiT eHeprii GSM-Moyni MOKHA NEPEBOUTH
y CIUITYMH pPEXUM (3 SIKOTO MOAYTh BHXOAWTH IIPH OTPUMAHHI BXiIHOTO
I3BiHKa abo sms). lle mo3BONIsAE TPOMOBKHUTH 4Yac POOOTH TPUCTPOIO
HIoHaMEeHIIe B 5 pasis.

Jo GSM-monyns I0T-GA6 miakmodaeTbesi MIiKpo(OH, IO JI03BOJISIE
MPOCITYXOBYBATH MpUMIlIeHHs. JJaTunk 3ByKy pearye Ha po30HUTTS BikHa abo
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BHOYX, aHATI3YIOYH aMIUTITyly 3ByKOBOTO CUTHAITY.

KepyBaHHSI TpHCTpOEM BiIOYBa€eThCsl uepe3 iHPpadepBOHUN TpUiMaY,
SMS Bix kopucTyBaua, MiJKIOYEHHS A0 MEPCOHAIBHOrO KOMIT IOTepy abo
MOOIJTLHOTO TIPUCTPOIO, PATIOMO/TYJIb.

Cknaoosi npucmporo (CxeMy HaBeJeHO Ha puc. 1):

— mikpokoHTposep STM32F103C8B6;

— GSM-monyni: IOT-GA6, NEOWAY M590;

— pagiomomyib SX1278 (LoRa, 433 MI'n);

— MiKpoxBHIbOBH gaTuuk pyxy XYC-WB-DC (5.8 I'Tn);

— JIaTYUK 3BYKY;

— repmictop NTC-MF52-103/3435 10K

—akymyssaropu LiFePo4 (2 wr.,, 7.4 B) 3 muaToro 3axucTy Bij
Hnepepo3psay Ta KOHTPOJIEPOM 3apsay;

— RGB-cBiTiomion mist iHAMKAaIi CTaHiB;

— iH¢ppavyepBonni npuitMaud VS1838B i ympaBiliHHS NPUCTPOEM 3a
JOMIOMOTOI0 IH(PAYEPBOHOTO MyIbTY KEPyBaHHS a00 MOOUIBHHUX IPUCTPOIB 3
iH(ppadepBOHNM ITOPTOM;

— TBEpJOTUIBHI pene (2 mT.);

— COHSYHI MOJZYJIi AJISl 3apsly aKyMYJISTODIB,;

— MOHMXKYIOUi epeTBOproBayi Ha Mikpocxemi LM2596 (2 mr.).

Ilepesazu po3pobaernoeo npucmpoio:

— JOCTYIHICTh KOMIIOHEHTIB Ta X HEBUCOKA I[iHa;

— IporpaMyBaHHsI MiKPOKOHTPOJIEPY B cepenoBuili Arduino;

— MOXJIMBICTE POOOTH B aBTOHOMHOMY pEXHMi Ta B [iama3oHi
temnepatyp Bim -30°C mo 55°C 3aBmsku BukopuctanHio LiFePo4
aKyMyJISITOpiB, TOMY MHpPUCTPiii MOXHAa BHKOPHUCTOBYBATH HE TINBKU IS
MPUMIIICHb 3 OTAJICHHSIM;

— BUKOPUCTAHHS COHSIYHHUX MOJTYJIIB JIa€ HE3aICKHICTh BiJl CHEPTrOMEPEK;

— BUKOPUCTAHHS TIOHIDKYIOUHX IIEPETBOPIOBAYIB Ja€ MOXKIHBICTh
BHKOPHCTOBYBATH 30BHIIIHI JUKEpeTa )KUBJICHHS MOCTiifHOTO CTpyMy 10 35 B;

— BUKOpHUCTaHHA pagio-moayis SX1278 (LoRa) 3 30BHIIIHLOI0 aHTEHOO
3abe3nedye 3B’ 130K 3 MPUCTPOEM Ha BIJICTaHi JI0 5 KM 1 € 3aMiHOI0 MOOLIBHOTO
3B’S13Ky NIPU BUKOPHUCTaHHI MEPEXi palioOMOIyMiB;

— 1S BUSIBIICHHSI pyXy HE MOTPIOHO MPSMOTO KOHTAKTY MOJIYJIS 1 00’ €KTa,
IO TO3BOJISE MPUXOBATH JTAaTYMK B CTiHI YW KOPITycCi, 0arato 3 JOCTYNHUX B
JaHUI Yac JAaTYUKIB PyXy BUKOPHCTOBYIOTH TiJIbKH TEXHOJIOTiIO IACHBHOTO
iHppauepBoHoro (PIR), ska pearye Ha pyx BHepei-Ha3aj, ajle HE MOXKE
BHSIBHTH, [0 TIOPYITHUK PYXAEThCS B HAMPSMKY a00 BiJl TaTUMKa OC3MEKH;

— IpHUCTPiH MPOCTO MOAUGIKYBATH JUII CHUCTEMH «PO3YMHHH diM»,
JIOJIaBIIY HEOOX1aHI KOMIIOHEHTH.

Y xypci «lIporpamyBaHHS MIKPOKOHTPOJIEPIB» MOXIIMBE BUBYCHHS
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CTPYKTypH Ta OyIOBH MOJYNiB OXOPOHHOI CHCTEMH, CTBOPEHHS Ta
HaJIAaTOJDKEHHSI IMPOTPaMHOr0 KOMy Ui MIKPOKOHTPOJIEpa, YIpPaBIiHHS
JaTYUKAMU Ta MOIYJIIMU.
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Jartunk 3ByKy

Puc. 1 Cxema npucTporo 3aXUCTy MPUMILIIEHHS BiJl HECAHKIIIOHOBAHOTO
JOCTYITy
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